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Frameproof Codes and Extremal Combinatorics Xiande Zhang

1 Digital Fingerprints: Frameproof Codes

Frameproof codes come from the study of digital fingerprinting. In the model of Boneh and
Shaw [1], each user receives a copy of the same digital content with a personal fingerprint « =
(z1,...,2¢) € [q]°. Thus a set of users can be represented by a code C C [q]’. Several users may
work together and compare their copies. At coordinate i, they may output any symbol that appears

at that coordinate among their fingerprints. This leads to the following definition.

Definition 1.1 (Descendant). For P C [q]%, the descendant set of P is
desc(P) = {y €lql’:yi € {x;: e P} for every i € [ﬁ]}

Thus desc(P) is the set of all fingerprints that the users in P can produce by choosing symbols
coordinate by coordinate. The security goal is simple: a group of at most ¢ users should not be able
to produce the fingerprint of another user.

Definition 1.2 (c-frameproof code). A code C C [q]° is a c-frameproof code if desc(P)NC = P for
every P C C with |P| < c.

Example 1.3. The code C = {000,011,101,110} C {0,1}? is a 2-frameproof code. For example, if
P = {000,011}, then desc(P) = {000,001, 010,011} and hence desc(P) NC = P. The other pairs
can be checked in the same way.

There is also a useful set form of the same condition. Let V' = [¢] x [q]. For © = (x1,...,z),
define the transversal set

z(x) ={(1,21),..., (¢, z0)}.
Then
x € desc(P) <= z(x)C U z(y).
yeP

Definition 1.4 (c-cover-free family). A family F is c-cover-free it F € Jyep A for every F € F
and every P C F \ {F'} with |P| <ec.

The following are equivalent definitions of a c-frameproof code C C [q]*:

For every P C C with |P| < ¢, we have desc(P)NC = P.

For every P C C with |P| < ¢ and every & € C \ P, we have x ¢ desc(P).

(i
(ii

(iii) For every P C C with |P| < cand every & € C\ P, thereis an i € [¢] such that z; ¢ {y; : y € P}.

~— ~— ~— —

(iv) The family {z(x) : @ € C} is c-cover-free.

Condition (iii) is the separating form of frameproofness. It says that a target codeword can

always be separated from a group of at most ¢ other codewords in some coordinate. Condition (iv)
gives the same idea in set language. We write

M. (q) = max {|C| :C C [q]* is a c-frameproof code} .

Our goal is to understand the size of M. (q) for fixed c and /.

2 The Upper Bound for Frameproof Codes: Double Counting

The upper bound uses own subsequences. They tell us when a small set of coordinates is enough
to identify one codeword.

2.1 Own Subsequences

Definition 2.1 (Own subsequence). Let C C [¢]%, € C, and S C [(]. Write g = (x; : i € S). We
call xg an own subsequence of x if ys # xg for every y € C \ {x}.
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Thus the coordinates in S already identify @ inside C. For S C [¢], let
Us ={x € C: xg is an own subsequence of x}.

Each word in [¢]/®! can correspond to at most one member of Us. Hence |Ug| < ¢!,

Lemma 2.2 (Covering property). Let C C [q]® be a c-frameproof code. If Si,...,S. C [f] and
Si1U---US. =[], thenC=Ug, U---UUsg,.

Proof. Suppose that some & € C does not belong to Ug, U---UUg,. For each j € [], there is a code-
word y; € C\{z} with (y;)s, = zs,. Since S1,..., S cover [{], each symbol x; appears at coordinate
i in at least one of yy,...,y.. Thus x € desc({y1,...,yc}), which contradicts frameproofness. [

This lemma is the main coding step in the upper bound. We now combine it with a matching
argument.

2.2 Blackburn’s Upper Bound
Fix cand £. Let d = [£/c|, and let A € {0,...,c— 1} satisfy £ = A+ 1 (mod ¢). Then
l=A+1d+(c—A—=1)(d—-1). (2.1)

For a family A, let v(A) be its matching number. Define

14
m(¢,d,\) = max {]A\ A C <[d]>’ v(A) < )\} )
Theorem 2.3 (Blackburn’s upper bound [2]). For fized ¢ and ¢,

(2

d d—1
O —mant T

MC,Z(q) <

Proof. Let C C [Q]E be a c-frameproof code.

Step 1. Remove codewords with short own subsequences. Define

D=c\ |J Us.
Se(d[f]l)

Since |Ug| < ¢4~! for each S € (d[f]l), we have |C\ D| < (,°,)¢*'. Hence

ID| > |C| - <df 1) g (2.2)

For each T € ([g), set Vo = Ur N D. Then |V7| < ¢

Step 2. Reduce the problem to matchings. We claim that if 73,...,Th+1 € ([fl]) are pairwise
disjoint, then
D:VTIU-“UVTAH. (2.3)

By (2.1), the remaining coordinates can be split into ¢ — A — 1 sets Syya,..., S, each of size d — 1.
Thus
TiU---UT\11US\ioU---US, = [5]

Lemma 2.2 gives
C=UprU---UUp,, UUs,,,U--UUs,.

After we intersect both sides with D, the last ¢ — A — 1 terms vanish by the definition of D. This
proves (2.3).
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aefre(t) e

If A, contained A + 1 pairwise disjoint sets, then (2.3) would fail. Hence v(Az) < A, so [Agz] <
m(¥,d, \). Therefore & belongs to at least (fz) —m(€,d,\) sets V.

Now fix £ € D and define

Step 3. Double count. Let

K={(=T):xecVy, Te (D)

14
K| < <d>qd.

On the other hand, each x € D is contained in at least (5) —m(¢,d, \) sets Vp. Hence

|K| > |D] ((2) —m(¢,d, A)) .

4
(o) .
Together with (2.2), this gives the desired bound. O

Since |Vr| < ¢ for every T,

It follows that
D] <

The code argument is now finished. The only term that remains is m(¢,d, \), which is a
matching problem.

2.3 The Erdés Matching Problem

For A C ([fl]), the matching number v(A) is the largest number of pairwise disjoint sets in .A.
The number m(¢,d, \) is the largest size of such a family with v(A4) < A.

Conjecture 2.4 (Erdés Matching Conjecture [3]).

sl (441

3 The Lower Bound for Frameproof Codes: Faithful Induced Pack-
ings

The lower bound reverses the main idea of the upper bound. We start with a largest family of
d-sets with matching number at most \. Its complement will be used as a template. We then pack
many copies of this template into a complete multipartite hypergraph.

Let A C ([ﬁ]) be a largest family with v(A) < A. Thus |A| = m(¢,d, \). Define the template F
to be the d-uniform hypergraph on [¢] with

E(F) = Cfl]) \ A (3.1)

Hence

\B(F)| = (2) —m(l,d, )).

We will construct many copies of F in a complete multipartite hypergraph.
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Definition 3.1 (Complete multipartite d-graph). Let H éd) (q) be the ¢-partite, d-uniform hyper-
graph with parts V; = {i} x [¢] for i € [¢]. Its edges are all d-sets that meet each part in at most
one vertex.

Thus [E(H" (¢))| = (%)¢"

3.1 Faithful Induced Packings

We first recall the notion of a packing.

Definition 3.2 (F-packing). An F-packing in H éd) (q) is a collection of pairwise edge-disjoint copies
of F.

Each copy of F contains |E(F)| edges. Therefore, if an F-packing contains M copies, then
d
MIE(F)| < |E(H(2))]

Hence

(2)a"
< . (3.2)
|E(F)
This is the natural upper bound for the size of an F-packing.

For frameproof codes, we need two extra properties.
Definition 3.3 (Faithful induced packing). An F-packing in H, éd)(q) is called
e faithful if vertex i of the template F is always mapped into the part V;;
o induced if distinct copies with vertex sets U; and Uj satisfy |U; N Uj| < d, and if |U; N Uj| = d,

then this common d-set is not an edge of either copy.

The faithful condition gives the direct link between packings and codes. Indeed, a faithful copy
has exactly one vertex in each part. If

U= {(L«'El)a ) (E, .%'g)}

is its vertex set, then it gives the codeword (z1,...,z¢) € [q]".

The induced condition is needed to show that the resulting code is frameproof.

Proposition 3.4 (From packings to frameproof codes). Let Uy, ..., Uy be the vertex sets of a

faithful induced F-packing in ngd) (q). Then the corresponding M words in [q]® form a c-frameproof
code.

Proof. Suppose that the code is not c-frameproof. By the cover-free form of frameproofness, there
exist 1 < r < ¢ and distinct members Uy, Uy, ..., U, such that

UyCUhU---uUU,.

For each vertex of Uy, choose one U; that contains it. This gives pairwise disjoint sets T1,...,T;
such that T; C UgNU; and Uy =T1 U ---UT,. Set T, = --- =T, = &. Since the packing is
induced, |Up NU;| < d, and hence |T;| < d. Recall that

C=MA+1)d+(c—A—1)(d—1).

If at most A of the sets T; had size d, then

Uol =Y I < Ad+ (c—=A)(d—1) =01,
i=1

a contradiction. Hence at least A + 1 of the sets T; have size d.
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For each such T;, we have T; = Uy N U;. Let I; = {j € [¢] : T; N V; # @}. Since the copies are
faithful, |I;| = d. The induced condition says that 7; is not an edge of the copy of F. Therefore
I; ¢ E(F), and hence I; € A by (3.1). The sets T; are pairwise disjoint subsets of Uy. Since Uy
contains one vertex from each part, the corresponding sets I; are also pairwise disjoint. Thus A
contains A\ + 1 pairwise disjoint members. This contradicts v(A) < A. O

Thus every faithful induced F-packing gives a frameproof code of the same size. The remaining
question is how large such a packing can be.

Liu, Ma, and Shangguan proved that the packing upper bound in (3.2) can be reached asymp-
totically.

Theorem 3.5 (Near-optimal faithful induced packing [4]). For every fized ¢, d and every e > 0, all
sufficiently large ¢ admit a faithful induced F-packing in Héd) (q) with at least

(1-¢)

copies.
By Proposition 3.4, each copy in this packing gives one codeword. Since |E(F)| = (s) -

m(¢,d, \), we obtain the following lower bound.

Theorem 3.6 (Lower bound for frameproof codes [4]). For fized ¢ > 2 and ¢ > 2, every e > 0, and
all sufficiently large q,

Meo(q) > (1 —¢)
Consequently, together with Theorem 2.3,

M.4(q) (%)

lim = .
=% g (d)—m(ﬁ,d,)\)

3.2 Pippenger—Spencer Theorem

We now explain the main idea behind Theorem 3.5. The goal is to find a faithful induced
F-packing whose size is close to the upper bound

B (q))]
[E(F)]

The main tool is a near-perfect matching theorem for hypergraphs.

Theorem 3.7 (Pippenger—Spencer [5]). For every integer t > 2, K > 1, and ¢ > 0, there are
v > 0 and Dy such that the following holds. Let H be a t-uniform hypergraph with |V (H)| = n and
D > Dqy. Suppose

(i) all but at most yn vertices x satisfy |dg(x) — D| < vD;
(i) A(H) < KD;
(iii) A9(H) < ~vD.
Then H contains a matching that covers all but at most en vertices.

The host H here is any t-uniform hypergraph that is almost regular, has controlled maximum
degree, and has very small maximum codegree; it need not be complete.

Liu—Ma—Shangguan form an auxiliary hypergraph from candidate template copies and apply
the theorem to that auxiliary hypergraph. The Liu—Ma—Shangguan argument can be summarized
as follows:
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(1) find a large faithful ngd—’_l)(l)—packing P in Htgdﬂ)(q);
(2) randomly sparsify the edge set of H, éd)(q);

(3) construct an auxiliary |E(F)|-uniform hypergraph whose vertices are the retained d-edges and
whose edges represent template copies;

(4) use concentration estimates to verify near-regularity, controlled maximum degree, and very
small maximum codegree;

(5) apply a Pippenger-type near-perfect matching theorem; the resulting matching gives a faithful
induced F-packing.

4 Separating Hash Families

Frameproof codes ask us to separate one target codeword from one group. Separating hash
families allow several groups and ask for one coordinate that separates all of them.

Definition 4.1 (Separating hash family). Let X be a set of size n, and let H = {h1,...,hn} be a
family of functions from X to [¢]. Let wy,...,w; be positive integers. We say that H is a separating
hash family of type {w1, ..., w¢}, denoted by SHF(N;n,q, {w1,...,w}), if the following holds.

For every collection of pairwise disjoint sets C1,...,Cy C X with |C;| = w;, there is a function
h € H such that h(C;) N h(C;) = @ for all ¢ # j. In this case, we say that h separates C1,...,Cy.

For fixed N, q and type {wi,...,w}, let

C(N,q,{w1,...,w}) = max {n : there exists an SHF(N;n,q,{wi,...,w})}.

We also write u = w1 + - - - + wy.

For fixed N and type {wy,..
q — oo.

., w }, the main question is the growth of C'(N, ¢, {w1,...,w}) as

The results discussed can be summarized as follows.

Setting Result or question Reference

Qv (VD) < O(N, g fwr, . wi}) <
O (g N/e=1).

General bounds

Blackburn [8];
Blackburn et al. [6]

(u—1)| N The two bounds have the same exponent. Hence From the general
C(N,q,{wr,...,w}) = @(qN/(“_l)). bounds
(u—1)1N, The exponent in the general upper bound is Wei-Zhang-Ge [7]
u<N<2u—-3 attainable: C(N,q, {wy,...,w;}) > ¢>°W.
(u—1)tN The exponent is now known for all N: Personal
C(N,q, {wi,...,w}) > ¢! N/ (u=Dl=oll), communication
(u—1)tN Determine whether Open
C(N,q,{w1,...,w}) = o(q[N/(“_m) or
C(N,q,{w1,...,w}) = @(q[N/(“_m).
N =6, type {2,3} (C(6,q,{2,3}) is the first unresolved case with ¢ =2  Open

in the finer problem above.
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